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WHY CHOOSE THIS TRAINING COURSE?

Cloud technologies have grown significantly over the past few years.  Assessing 
commercial appetite and developing a business case for cloud migration, is just the start 
of a long and complicated process, to achieve some of its perceived benefits.  How we 
approach the secure migration process for our existing applications and infrastructure, 
presents a whole new dilemma.  It can entail the internal policies we may need to update 
and enforce, risk appraisal and legal contract management of cloud vendor partners. 
Furthermore, how do we protect our corporate and sensitive data against our legal 
obligations, in addition to engineering an appropriate security solution?  These are just a 
few of the challenges with cloud management and security.

Transitioning to the cloud may invariable mean migrating to an environment where part of 
the security function will be delivered by a third party.  Given some of the benefits of cloud 
technologies, our internal risk management and security expertise need to be appraised 
of the best options available, from commencement. This Information Technology training 
course, aims to provision security and management specialists with the key methods 
of assessing risk with cloud technologies and solutions.  Moreover, auditing, network 
and legal professionals will gain significant benefit as we look at latest technologies 
securing cloud based solutions, while ensuring that policy, practice and procedure cover 
relevant governance and compliance considerations that are required with such a major 
transformation.

This AZTech training course will provide a practitioner approach to Information Security 
Management and how to address the commercial risks and realities with current best 
practice guidance in line with international standards.  It will detail how to be proactive in 
your defense solutions, and have counter measures in place to deal with any appropriate 
security breach.

This AZTech training course will feature:

• Benefits and Pitfalls of Cloud Services
• An Overview of Information Security
• Risk Appraisal of Electronic and Physical Data Risk
• Cloud Vendor Service Contracts
• Security of Corporate Data in Cloud
• How to Select Appropriate Tools to Achieve the Best from Data Analytics

www.aztechtraining.com

WHAT ARE THE GOALS?

By the end of this AZTech training course, the participants will be able to:

• Understand, and design a risk based assessment program for cloud providers’ 
security solutions

• Appreciate current threat and trend analysis for cyber crime and IT security 
breaches

• Understand, identify and respond to an information security breach
• Be appraised of key risk areas in cloud vendor contracts
• Understand the layers of cloud technologies
• Review and understand vulnerability assessments for cloud environments
• Consider cloud security within Information Security Management
• Understand the approach for Crisis Management and Disaster Recovery for cloud 

environments
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WHO IS THIS TRAINING 
COURSE FOR?

This AZTech training course in Dubai is 
suitable to a wide range of professionals 
but will greatly benefit, those whom 
have involvement with and responsibility 
for security of operational technology, 
including risk assessors, legal 
counsel, system engineers, security 
administration and IT management.

This AZTech training course 
is suitable to a wide range of 
professionals but will greatly 
benefit:

• Technology Engineers, Chief 
Technology Officer (CTO) and Chief 
Information Officer (CIO)

• Chief Risk Officers
• Senior Inhouse Legal Counsel
• Human Resource Professionals
• Key Application Development and 

data Research Personnel
• Strategic Development Directors
• Crisis Management and Business 

Resumption Specialist Team 
Members

COURSE SCHEDULE:

19 - 23 July 2020

25 - 29 October 2020

Dubai, United Arab Emirates

HOW WILL THIS TRAINING 
COURSE BE PRESENTED?

This AZTech training course will use 
a variety of proven adult learning 
techniques to ensure maximum 
understanding, comprehension and 
retention of the information presented. 
The training course is highly interactive 
and is carefully designed to provide 
the best mix of experience, theory 
and practice in a professional learning 
environment. The emphasis is on real 
case studies, and practical applications 
through “hands-on” action learning. 
Delivery will be by presentation, group 
syndicate investigations, training DVD 
and interactive seminars.



Welcome to the A to Z of Best 
Practices Training Courses section 
of AZTech’s world-class portfolio.

The “Best Practises Training Courses” are 
intended to offer best in class courses that can support organisations 
to achieve an excellence status in performance. The courses offered 
in this series are called “A-Z of Best Practices”. Here by A to Z, 
which directly to the very name of AZTech, we aim to address two 
dimensions. The first is an offer of a comprehensive range of topics 
such as the ones shown in the table below which covers a very wide 
range of diverse topics. The second dimension is that within each 
topic we aim to cover the full range of the field, so that it can be of 
great interest to both junior and experienced members of staff.

Best practices are procedures, set of guidelines, methods and 
techniques that is accepted as the most effective in any business.

Cloud Management: A to Z of Best Practices

Day One: Introduction to Cloud Computing

• Benefits & commercial considerations of cloud Computing
• Delivery models: Software as a Service (SaaS), Platform as a 

Service (PaaS) and Infrastructure as a Service (IaaS)
• Cloud types (public, private, hybrid)
• Choosing a cloud service provider
• Case Study

Day Five: Identifying and Responding 
to Data Breaches

• Key factors to identify a security breach
• Crisis Management Planning
• Dealing with the initial crisis and media management
• Forensic and Electronic investigations
• Responding to Business Continuity
• Review and Case Study

Day Two: IT Security Evolution

• Categorising Physical and Electronic Risk
• Networking and Communication Technology
• Computer Systems Design
• Legal and Regulatory Considerations
• Current Threat and Trend Analysis
• Review and Case Study

Day Three: Compliance and Legal 
Considerations

• Compliance challenges for the cloud
• Privacy concerns
• Data Sovereignty
• Cloud Supplier Agreements
• Case Study

Day Four: Crisis Management 
and Approaching Risk Assessment

• Approaching Risk Assessment for cloud
• Internal and external assessment
• Data Security in the cloud
• Encryption Architectures and Key Management
• Data Life Cycle

THE COURSE
CONTENT

THE CERTIFICATE
AZTech Certificate of Completion for delegates 
who attend and complete the course.



HOTEL ACCOMMODATION
Hotel accommodation is not included in the 

Registration Fee. A reduced corporate rate 

and a limited number of rooms are available for 

attendees wishing to stay at the hotel venue. 

Please make your request for accommodation 

at least 3 weeks prior to the commencement of 

the course.

CANCELLATION & SUBSTITUTION
You must notify the Registrar of cancellations at 

least 2 weeks before a scheduled seminar in order 

to be eligible for a credit. If you cannot attend, you 

may send a replacement from your organisation 

at no charge. There is a $250 handling charge for 

all cancellations or rescheduling. We reserve the 

right to cancel a seminar due to low enrollment. 

All registrants will be notified in advance and a full 

refund will be provided upon request.

EVENT DISCLAIMER
We reserve the right to cancel or postpone 

a seminar or related event, change venue, 

substitution of the Instructor and alter the course 

content at our sole discretion. If this occurs, 

our responsibility is limited to a refund of any 

registration fee(s) already paid. We are not 

responsible for airline tickets, hotels costs, other 

tickets or payments, or any similar fee penalties 

or related or unrelated losses, costs and/or 

expenses registrant may incur or have incurred 

as a result of any trip cancellations or changes.

4 WAYS TO REGISTER

Toll Free: 800-AZTECH

Telephone: +971 4 427 5400

Fax Number: +971 4 427 5401

Email Address: info@aztechtraining.com

Visit our website: www.aztechtraining.com

DOWNLOAD TRAINING PLAN 2020

Our training portfolio will provide you a number of seminars and courses to choose 

from depending on your organisational goals and personal development objectives.

Scan this code with your smart phone to download Training Plan 2020

DATE VENUE FEES(USD)

19 - 23 Jul 2020 Dubai - UAE $4,950

25 - 29 Oct 2020 Dubai - UAE $4,950

REGISTER NOW

Complete & send by fax/mail to address given below. 
Please use BLOCK CAPITALS.

MODE OF PAYMENT

PLEASE INVOICE MY COMPANY

PLEASE INVOICE ME

PLEASE FIND ENCLOSED A CHEQUE PAYABLE TO AZTECH

ONLINE / CREDIT CARD

FAMILY NAME:

FIRST NAME:

POSITION: COMPANY:

MAILING ADDRESS:

TELEPHONE: MOBILE:

FAX: EMAIL:

REGISTRATION DETAILS

AUTHORISED BY:

POSITION: EMAIL:

TELEPHONE: FAX:

POSTAL ADDRESS:

AUTHORISATION

CERTIFICATION
AZTech Certificate of Completion for delegates 

who attend and complete the training course

An ISO 9001:2015 & ISO 29990:2010
Certified Company

Connect with us: training.aztech @aztech_Training aztechtraining aztechorguk

Cloud Management: A to Z of Best Practices
The Complete Course on Cloud Management and IT Security

*This fee is inclusive of Documentation, Lunch and Refreshments and exclusive of 5% UAE VAT

http://aztechtraining.com/registration/cloud-management-a-to-z-of-best-practices

